McAfee

Protect what you value.

McAfee Total Protection Service

An integrated business solution that reduces infrastructure costs
and automates security maintenance

New threats emerge every day. Spam, phishing, viruses, and hackers can steal your valuable data
and disrupt your network. Without constant updates, your anti-virus and security software becomes
obsolete. Keeping your business continuously up to date requires total protection against all types of

known and unknown threats.

KEY ADVANTAGES

Security in one solution

Total Protection Service solutions
are single, integrated software
services for the desktop, file
server, and email that are easy to
install and easy to maintain

Easy and affordable

Get virus, spyware, spam, web
security, phishing, and desktop
firewall protection; web-based
management and reporting;
automatic updates and upgrades;
and around-the-clock technical
support for an annual low-cost
subscription fee

Reduce the need for additional
security management software,
hardware, technical support, or
dedicated IT staff, as McAfee hosts
the automated reporting and
updating infrastructure offsite

McAfee SecurityCenter
simplifies management

This easy-to-use, web-based
console manages and reports on
your security services

SecurityCenter centralizes all
installations, configurations,
reports, and updates, and creates
multiple user groups

Data Sheet

Total protection means a comprehensive security solution that is always on, always ready, and
always up to date—not just in the office, but also when remote. McAfee offers businesses
the industry’s first truly integrated security solutions, managed by a single console, and at
affordable prices. Available in two versions, McAfee® Total Protection (ToPS) Service (formerly
McAfee Total Protection™ for Small Business) solutions protect against viruses, spyware, spam,
phishing, hackers, and identity thieves.

Total Protection

Total Protection Service
Service —Advanced

McAfee SecurityCenter, single 4 v
management console

Desktop and file server anti-virus v v

and anti-spyware

Desktop firewall v v
Web security 4 v
Email anti-spam and anti-virus service* v
Email server anti-virus and anti-spam v

*McAfee Secure Messaging Service™ Small Business Edition

Automatic Updates for Desktop and Server Protection

With the system connected to the Internet or an Internet relay, ToPS Service automatically protects
and updates all systems at regular intervals throughout the day, as well as upgrades to the latest
version—all without interruption to the end user. These fast updates keep your desktops, servers,
and email proactively protected against ever-evolving security threats.

Integrated Web Security

McAfee SiteAdvisor® complements and enhances ToPS Service by warning users before they
visit a dangerous web site and helps to avoid online threats in real time. McAfee SiteAdvisor
helps users stay safe online by testing web sites and delivering safety ratings right to users while
they browse.
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SYSTEM
REQUIREMENTS

The McAfee Total Protection
Service solutions are designed
for Microsoft Windows
operating systems running on
a PC platform.

Note: The following are
general system requirements
and may vary depending

on the nature of your
environment.

e CPU:Intel Pentium processor
or compatible architecture

e RAM: 64 MB minimum RAM
(128 MB recommended;
256 MB recommended for
servers)

¢ [nternet connection:
Microsoft Internet Explorer
5.5 with SP3 or later

Workstations:

e Windows 2000 Professional
with SP3 or later

e XP Home or Professional

¢ Windows Vista 32-bit and
64-bit

Servers:

e Windows 2000 with SP3
or later

e Windows 2000 Advanced
Server with SP3 or later

¢ Windows 2000 Small Business
Server with SP3 or later

e Windows 2003
Standard Server

e Windows 2003
Enterprise Server

¢ Windows 2003 Web Edition

e Windows 2003 Small
Business Server

¢ Total Protection Service
—Advanced requires that
you own a unique email
domain name and an email
server with a static IP address

McAfee

Advanced, Real-Time Email Security

In our advanced offering, ToPS Service processes email in real time through a highly secure
system. Filter and quarantine inbound threats from your email before they reach your network.
Compatible with all major email applications, such as Microsoft Exchange, McAfee Secure
Messaging Service Small Business Edition processes your mail with less than a one-second delay.
McAfee also offers email server virus and spam protection for users who would like to monitor
email security in-house—easy to install, quick to protect.

Lowered Total Cost of Ownership

ToPS Service is ideal for organizations in need of automated security and maintenance, without
investing in additional onsite infrastructure or software. It lessens the burden to IT staff while
maximizing the protection at the desktop, file server, and email levels. McAfee's Gold Technical
Support is included in the subscription for easy access to trusted security experts by phone,
chat, and email.

Benefits

Both McAfee solutions make it easy to simplify your security with proven technology:

¢ Single management console—The easy-to-use, web-based McAfee SecurityCenter
for remote monitoring and reporting

¢ Integrated desktop and file server anti-virus and anti-spyware—Automatically secure
your systems from known threats and potentially unwanted programs, and also provide basic
email protection for Outlook applications

¢ Centralized desktop firewall—Provide an immediate barrier between your critical data and
malicious intrusions

¢ Real-time web security—McAfee SiteAdvisor keeps users safer surfing while accessing
the Internet

e Advanced email anti-spam and anti-virus service—Provide always up-to-date inbound
email protection that improves availability and assures business continuity via our Secure
Messaging Service Small Business Edition

e Advanced email server protection—Guard over your mail servers with virus and spam
protection and content filtering
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